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Top Stories 

• A May 12 burglary by three suspects at the Peabody Energy-owned Empire Energy coal 
mine in Craig, Colorado, caused about $500,000 to $1 million in damage. - Craig Daily 
Press (See item 1) 

• Authorities investigated an Amtrak train carrying 180 passengers traveling from 
Washington D.C. to Boston, that struck a vehicle in Mansfield, Massachusetts, causing it to 
partially derail and kill all three passengers in the vehicle June 23. - WHDH 7 Boston (See 
item 7 ) 

• One person was killed and 7 others were injured June 20 when a semi-truck crashed into 
Simeon’s restaurant in Ithaca, New York, causing part of the building, which also houses 
apartments, to collapse. - Ithaca Journal (See item 11 ) 

• At least 12 people were injured June 20 when concrete gave way on an anchor supporting a 
rope-climbing net at the Teen Missions International camp in Merritt Island, Florida, 
causing individuals to fall up to 25 feet. - Brevard County Reporter (See item 30 ) 
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Energy Sector 



1. June 21, Craig Daily Press - (Colorado) Theft at Empire Energy coal mine likely 
will cost Peabody Energy more than $500,000. A May 12 burglary at the Peabody 
Energy-owned Empire Energy coal mine in Craig, Colorado, caused about $500,000 to 
$1 million in damage. Three suspects were taken into custody and charged by the 
Moffat County Sheriffs Office. 

Source: http://www.craigdailypress.com/news/2014/iun/21/theft-empire-energy-coal- 
mine-will-cost-peabody-en/ 

2. June 20, Omaha World-Herald - (Nebraska; Iowa) OPPD plans to retire all North 
Omaha Station’s coal-fired units; other plants in Midlands adapt to clean-air rules 
differently. Coal-fired plants in Nebraska and Iowa are shutting down, installing 
pollution controls, or refueling with natural gas due to tightened clean-air rules for both 
States. The Omaha Public Power District approved a 20-year generation plant, retiring 

3 coal-buming units at the North Omaha Station in 2016, among other updates. 

Source: http://www.omaha.com/news/metro/oppd-plans-to-retire-all-north-omaha- 
station-s-coal/article 22 1 8822c- f7d0-l 1 e3-a070-0017a43b2370.html 

3. June 20, Fort Collins Coloradoan; Associated Press - (Colorado) 7,500 gallons of oil 
spills in Colorado river. Noble Energy discovered a 7,500-gallon spill June 17 when 
its storage tank was damaged due to recent flooding, which caused crude oil to 
discharge into the Poudre River near Windsor. Colorado officials reported the spill June 
20 and crews worked to absorb and remove the oil. 

Source: http://www.usatodav.com/story/news/nation/2014/06/20/oil-spill-colorado- 
river/1 1202265/ 

T Return to top ] 

Chemical Industry Sector 

4. June 20, WCHS 8 Charleston - (Kentucky) Chemical spill in Boyd County said to be 
non-toxic. More than 600 gallons of Green Flush, a non-toxic mineral oil, spilled from 
a semi-truck that lost part of its load on Interstate 64 in Boyd County, Kentucky, June 
20. One container of the load spilled into a nearby creek and prompted officials to place 
absorbent booms across the waterway to contain the product. 

Source: http://www.wchstv.com/newsroom/eyewitness/140620 25974.shtml 

T Return to top i 

Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 
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- 2 - 



Critical Manufacturing Sector 



5. June 23, New York Times - (International) Honda, Nissan and Mazda join recall over 
faulty air bags. Honda, Mazda, and Nissan announced recalls June 23 for almost 3 
million vehicles worldwide, including 1,057,800 in North America, in connection with 
faulty airbags manufactured by Takata that could rupture and injure passengers with 
flying debris. Affected models include the Honda Fit, Element, and CR-V; Mazda 
Atenza and RX-8; and Nissan Cube, X-Trail, and some Infiniti models. 

Source: http://www.nvtimes.com/2014/06/24/business/international/honda-nissan-and- 
mazda-ioin-recall-over-faulty-air-bags.html 
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Defense Industrial Base Sector 



Nothing to report 
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Financial Services Sector 

6. June 23, Softpedia - (International) 188 websites shut down for selling counterfeit 
products. Law enforcement agencies from the U.S. and Europe shut down a large 
number of domains created to sell counterfeit merchandise due to the risk they 
represented to customers’ financial information as well as for engaging in the sale of 
counterfeit items. 

Source: http://news.softpedia.com/news/188-Websites-Shut-Down-For-Selling- 
Counterfeit-Products-447 972 . shtml 

[ Return to top ] 

Transportation Systems Sector 

7. June 23, WHDH 7 Boston - (Massachusetts) 3 dead after Amtrak train hits car and 
derails in Mansfield. Authorities are investigating how an Amtrak train carrying 1 80 
passengers traveling from Washington D.C. to Boston struck a vehicle in Mansfield, 
Massachusetts, causing it to partially derail and kill all three passengers in the vehicle 
June 23. Authorities said it would take several hours to remove the train and repair the 
tracks, while the stranded passengers were rerouted. 

Source: http://www.whdh.com/story/25842346/amtrak-train-hits-car-and-derails-in- 
mansfield 

8. June 23, KATU 2 Portland - (Oregon) Both lanes of Highway 26 open again after 
semi crash. Highway 26 in Manning, Oregon, was closed in both directions for more 
than 7 hours by the Oregon Department of Transportation June 22 after a semi-truck 
carrying 40,000 pounds of compressed seafood waste crashed into a tree, sending the 
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driver to the hospital. 

Source: http://www.katu.com/news/local/Highway-26-closed-in-both-directions-after- 
semi-crashes-into-tree-2641 5657 1 .html 



9. June 23, Associated Press - (Iowa) One dead after eastern Iowa plane crash. The 
Federal Aviation Administration is investigating a plane crash June 23 at the Fairfield 
Municipal Airport in Iowa in which a small plane crashed just after it took off, killing 
the pilot. 

Source: http://www.cbs2iowa.com/news/features/top-stories/stories/one-dead-after- 
eastern-iowa-plane-crash-27806.shtml 

10. June 23, Associated Press - (Florida) 1 dead in small plane crash in Tampa. The 
Federal Aviation administration is investigating an accident at Tampa Executive 
Airport in which a small plane took a nosedive on the runway just after taking off June 
23, killing the pilot. 

Source: http://www.heraldtribune.com/article/20140623/WIRE/140629888?tc=ar 
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Food and Agriculture Sector 

11. June 21, Ithaca Journal - (New York) 1 killed, 7 hurt after tractor-trailer crashes 
into restaurant. One person was killed and 7 others were injured June 20 when a semi- 
truck crashed into Simeon’s restaurant in Ithaca, causing part of the building, which 
also houses apartments, to collapse. Authorities evacuated two blocks surrounding the 
incident while engineers inspected the structure. 

Source: http://www.wfmynews2.com/story/news/nation/2014/06/21/tractor-trailer-hits- 
simeons-restaurant-ithaca-ny/ 11219293/ 

12. June 21, U.S. Department of Agriculture - (California) California firm recalls Pork 
Mini Buns product due to misbranding and undeclared allergens. The Food Safety 
and Inspection Service announced June 21 that Wei-Chuan USA, Inc., recalled 
approximately 332 pounds of Pork Mini Buns Crab Meat Added products due to 
mislabeling and undeclared fish, shellfish, and egg. The products were sold in 20-ounce 
containers and sold to retailers in California. 

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health- 
alerts/recall-case-archive/archive/2014/recall-03 8-20 14-release 

13. June 21, Ocean View Coastal Point - (Delaware) Super Giant reopens after Friday 
night evacuation. A Super Giant grocery store in Millville reopened after being 
evacuated and closed for over 6 hours June 20-21 following reports of several people 
having difficulty breathing due to an odor in the store. Officials are investigating what 
caused the incident after refrigeration and fire technicians cleared the store. 
Source: http://www.coastalpoint.com/content/breaking news super giant reopens afte 
r friday night evacuation 06 21 2014 

14. June 20, WAFF 48 Huntsville - (Alabama) Salmonella cases up to 14 in Russellville 
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outbreak. El Patron restaurant in Russellville was closed indefinitely following an 
investigation by the Alabama Department of Public Health that determined the business 
to be the source of a Salmonella outbreak that has sickened at least 14 individuals. Each 
of the 14 confirmed cases, including 2 people who were hospitalized, reported falling 
ill after eating food prepared at the restaurant June 4-5. 

Source: http://www.waff.com/storv/25830907/salmonella-cases-up-to-14-in- 
russellville-outbreak 



For additional stories, see items 8 and 31 
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Water and Wastewater Systems Sector 

15. June 23, WTAE 4 Pittsburgh - (Pennsylvania) Large water main break affects 
Beaver County residents. The Municipal Authority of Aliquippa stated that 1,500 to 
2,000 of their customers in Beaver County were affected by a loss of water pressure or 
loss of water service after a large water main broke June 23. Contractors working on 
the fix had no timetable for the completion of repairs. 

Source: http://www.wtae.com/news/large-water-main-break-affects-beaver-county- 
residents/26613898 



For additional stories, see items 3 and 4 
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Healthcare and Public Health Sector 

16. June 22, Denver Post - (Colorado) A laptop containing medical information stolen 
from Littleton medical office. Littleton Police reported June 21 that a password- 
protected laptop containing patient medical data was stolen from Colorado 
Neurodiagnostics. The medical business informed all patients potentially affected by 
the theft and updated its security measures. 

Source: http://www.denverpost.com/news/ci 26008800/laptop-containing-medical- 
infoimation-stole-from-littleton-medical 
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Government Facilities Sector 

17. June 22, Syracuse Post-Standard - (New York) Auburn Junior High School closed 
Monday due to water main break that led to flooded basement. A water main break 
discovered June 20 prompted the school district to cancel classes at Auburn Junior 
High School in New York June 23 after the sub-basement flooded. Cleanup efforts 
were underway and classes were set to resume June 24. 

Source: http://www.svracuse.com/news/index.ssf/2014/06/auburn junior high school 
closed monday due to water main break that led to floo.html 
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18. June 19, Bloomington-Normal Pantograph - (Illinois) Computer problems 

temporarily shut down driver’s license facilities. A failed power generator forced the 
main computer for the Illinois Secretary of State’s office to stop working for about 3 
hours June 19, affecting dozens of local driver’s license facilities until technicians were 
able to repair the issue. 

Source: http://www.pantagraph.com/news/state-and-regional/computer-problems- 
temporarily-shut-down-driver-s-license-facilities/article 75ef52de-b98c-56bO-87d9- 
e7df333ecabe.html 

[ Return to top ] 

Emergency Services Sector 

20. June 22, WCTI 12 New Bern - (North Carolina) Weather to blame for fire. A June 22 
fire at the North River Volunteer Fire Station in Carteret County destroyed the station, 
including the garage and the station’s equipment and fire trucks. The fire began in the 
truck bay and investigators believe the cause of the fire was weather-related. 

Source: http://www.wctil2.com/news/fire-crews-battling-fire-at-north-river-fire- 
station/26608462 



21. June 19, WJTV 12 Jackson - (Mississippi) Yazoo City prison power outage raising 
concerns for workers and inmates. Yazoo City Low Federal Prison at the Yazoo City 
Correctional Complex in Mississippi remained without power June 19 while power was 
restored to the rest of the complex after a June 15 power outage caused by a power 
surge. Restoration of service could take 8 to 10 weeks. 

Source: http://www.witv.com/storv/25816197/vazoo-city-prison-power-outage-raising- 
concerns-for-workers-and-inmates 
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Information Technology Sector 

22. June 23, SC Magazine - (International) 300,000 servers still vulnerable to 
Heartbleed bug. The CEO of Errata Security reported that a scan of port 443 June 22 
showed 309,197 servers that are still vulnerable to the Heartbleed vulnerability in 
OpenS SL due to not being patched over 2 months after the vulnerability was revealed. 
Source: http://www.scmagazineuk.com/300000-servers-still-vulnerable-to-heartbleed- 
bug/article/357206/ 

23. June 23, IDG News Service - (International) Ad network compromise led to rogue 
page redirects on Reuters site. Hacktivists associated with the Syrian Electronic 
Army redirected users who accessed certain stories on the Reuters Web sites to a Web 
page controlled by the group for about 1 hour June 22 by compromising an ad feed run 
by Taboola. Taboola stated that the attackers were able to compromise one of its 
widgets used on the Reuters site. 

Source: http://www.networkworld.com/article/2366501/ad-network-compromise-led- 
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to-ro gue-page-redirect s -on-reuter s - site . html 



24. June 23, Infosecurity Magazine - (International) Online daters targeted by massive 
phishing campaign. Researchers at Netcraft identified a large phishing campaign 
targeting users of several online dating Web sites. The campaign is likely intended to 
takeover users’ profiles for use in fraud schemes. 

Source: http://www.infosecuritv-magazine.com/view/38975/online-daters-targeted-by- 
massive-phishing-campaign/ 

25. June 20, Softpedia - (International) Com Spammers behind Pinterest spam attack. A 
cybercriminal group known as the Com Spammers was believed to be behind a recent 
spam attack on Pinterest that attempts to lure users to fake diet pill Web sites. The 
attacks are similar to recent spam attacks on compromised Tumblr blogs. 

Source: http://news.softpedia.com/news/Com-Spammers-Behind-Pinterest-Spam- 
Attack-447 7 69 . shtml 

26. June 20, SC Magazine - (International) 2012 RCE bug is still highly exploited in 
targeted attacks, Trend Micro finds. Trend Micro found that a remote code execution 
vulnerability disclosed in April 2012 affecting Windows common controls was still the 
most commonly exploited vulnerability in the second half of 2013. The vulnerability 
was patched over 2 years ago and affects a variety of products, including Microsoft 
Office. 

Source: http://www.scmagazine.com/2012-rce-bug-is-still-highly-exploited-in-targeted- 
attacks-trend-micro-finds/article/357004/ 



Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 
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Communications Sector 

27. June 20, St. Louis Post-Dispatch - (Missouri) Ameren outage takes KDNL, KWMU 
off the air. An outage at a broadcast tower June 20 caused KDNL 30 St. Louis and 
KWMU 90.7 FM St. Louis to be off air for about 2 hours June 20 until the tower could 
be repaired. 

Source: http://www.stltodav.com/news/local/metro/ameren-outage-takes-kdnl-kwmu- 
off-the-air/article 00347c41-5f23-5cf6-878e-d33469232e61.html 
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Commercial Facilities Sector 
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28. June 21, Softpedia - (International) Hackers access Metropolitan Companies 
employee information. Metropolitan Companies, Inc., a staffing company, notified 
employees of several organizations under the umbrella of the company that their 
personal information, including Social Security numbers and financial details, may 
have been accessed without authorization during an April 21 security breach. The 
company removed access to its systems in response to the breach and hired a third party 
to investigate the incident. 

Source: http://news.softpedia.com/news/Hackers-Access-Metropolitan-Companies- 
Employee-Information-447 8 1 8 .shtml 

29. June 21, Yakima Herald-Republic - (Washington) Chlorine gas release forces 3-hour 
shutdown of Yakima YMCA. HAZMAT crews removed water-purification materials 
from the Yakima Family YMCA in Washington June 20 after a worker mixed two 
chemicals that yielded a chlorine gas release. One person received medical treatment at 
the scene and 90 individuals were evacuated from the building for about 3 hours. 
Source: http://www.vakimaherald.com/photosandvideos/localphotos/2277279- 
8/yakima- family- vmca-evacuated 

30. June 20, Brevard County Reporter - (Florida) 12 hurt at Merritt Island teen camp as 
climbing net collapses. At least 12 people were injured June 20 when concrete gave 
way on an anchor supporting a rope-climbing net at the Teen Missions International 
camp in Merritt Island, causing individuals to fall up to 25 feet. 

Source: http://www.mynews 13.com/content/news/cfnews 13/news/article.html/content/n 
ews/articles/cfn/2014/6/20/rope collapse brevard.html 

31. June 20, WZZM 13 Grand Rapids - (Michigan) Evacuation lifted after gas leak in 
downtown Ionia. Several businesses in downtown Ionia were evacuated June 20 while 
utility crews repaired a 2-inch gas line that was inadvertently struck by a contractor 
performing work on a city water and sewer project. The businesses were cleared to 
reopen about 2 hours later and gas service was restored after about 5 hours. 

Source: http://www.wzzml3.com/story/news/local/2014/06/20/gas-leak-forces- 
downtown-ionia-evacuations/1 1067713/ 
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Dams Sector 



Nothing to report 
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NTAS 



NO ACTIVE ALERTS 
www.DHS.gov/alerts 



Department of Homeland Security (DHS) 

DHS Daily Open Source Infrastructure Report Contact Information 



About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support @ govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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